
Dell Technologies o�ers a comprehensive portfolio of powerful solutions that accelerate innovation and 
embrace emerging technology trends. Whether it is open-source software, frictionless scalability, standardised 
hardware economies, predictive and preventative data services, or cutting-edge security, we o�er the tools you 
need to start building your city of tomorrow – today.

To know how Dell Technologies’ Digital foundation 
could help you achieve all this and more, join the 
virtual interactive session.

Talk to a Digital City Expert from Dell Technologies today, to stay ahead of the curve!
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Smart cities use data and technology to make better decisions resulting in a more e�cient, responsive, and 
sustainable city that delivers better outcomes for its citizens, such as

8-15% 30-300 30-40%
25-80
litres20-35%

15-30
mins

Digital
Cities

Open | Modular | Agile | Future-proof | Secure

Source: “Smart Cities – Digital Solutions for a More Livable Future”, McKinsey Global Institute, 2018







Enhance the 
safety and 
security of your 
people, assets 
and operations
True vision to make your 
world smarter and safer

Dell Technologies IoT Solution for Safety and Security  |  Enterprise-ready, hyperconverged infrastructure solution

Dell Technologies solutions 
powered by Intel®



The world is changing fast. Safety 
and security demands are rising. 
Do you have a true vision of how 
to stay ahead of what is coming?

In today’s dynamic world, safety and security are paramount 
concerns. And their demands are always rising. Are you ready? 
Are your systems ready? Have you yet formed a true vision of 
what lies ahead and how to get in front of it and stay there? 

After all, IoT devices and data in safety and security systems 
are dramatically expanding in scope and capability. New 
systems must be designed and deployed for today’s fast-
growing data volumes. What’s more, they must feed into 
analytics applications that organizations require for the future.  

References: (1) IDC, Worldwide Global DataSphere IoT Device and Data 
Forecast, 2019–2023; (2) IHS Markit, Enterprise and IP Storage Used for 
Video Surveillance Report 2019

Future growth of data and technologies

41.6 billion IoT devices 
by 2025 – 75% growth 
over 2019 1

79.4 ZB data from IoT 
cameras and other devices in 
2025, up from 13.6 ZB in 2019 1

Multitude of sensor data 
including audio and environment

16.2% annual growth in safety 
and security cameras and drones 1

40.4%CAGR in enterprise safety and security data driven by:
Higher-resolution cameras 2

• Full HD 1920x1080 – 12.7GB/hour

• 4K 3840x2160 – 110GB/hour

• 5K 5120x2160 – 256GB/hour

• Full 8K 7680x4320 – 4.4TB/hour

Longer retention times

New use cases and devices
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More data doesn’t just require 
more storage; it also requires 
more performance and reliability

Legacy safety and security 
systems have fallen behind

It’s time for a new, true vision for 
your organization’s safety and 
security… it’s time to act now

As you add cameras and upgrade to higher resolution video, you  
need to expand your storage, too. But that’s not all. You also need to 
ensure that your systems can handle the additional workloads with  
the right network bandwidth, processing overhead and other  
capacity adjustments. 

More and more, safety and security data must integrate with IoT data 
and be enhanced with artificial intelligence and machine vision at the 
edge to deliver a true vision in real-time of the situational landscape. 

The days of DVR-like systems are long gone. Security is now a data 
challenge and demands the same IT-grade systems other business 
systems and applications leverage.

In fact, legacy systems can obscure if not obstruct a true vision of 
safer, more secure surroundings. That’s because they have too many 
disparate parts that are hard to deploy, configure and manage. They’re 
hard to scale efficiently and without disruption. And system downtime 
caused by component failures can create vulnerabilities that can 
result in lost data and risk non-compliance.

Is waiting to deploy a true vision of advanced, highly protective safety 
and security in your environment an option? Of course. But costs and 
risks can mount by the day. 

Instead, by acting now on a true vision of your organization’s safety and 
security future, you can contain rising infrastructure management costs; 
close vulnerability gaps; expand growth options; ensure and enhance 
compliance; and take advantage of innovative use-case opportunities. 

On the following pages, you can learn more about the Dell Technologies 
IoT Solution for Safety and Security. It’s simple, easy to deploy, manage 
and scale. And it can provide you with a true vision of how to better 
safeguard your organization’s people, assets and operations.

Today’s safety and security requirements 

Emergence of 
New Devices

Higher Pixel 
Resolution

Increase in 
Device Count and 
Retention Times

Need to Integrate 
Safety, Security 
and IoT Data

Artificial 
Intelligence and 
Machine Vision
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Our true vision is simple: 
A tested, pre-validated and 
hyperconverged solution with 
flexible storage choices that make 
it easy to deploy, manage and scale 

The Dell Technologies IoT Solution for Safety and Security 
enables a true vision of security, environmental and operational 
conditions, so organizations like yours can maintain the integrity 
of their assets and innovate.

As an example of how true vision relates to innovation, consider 
how you can take computer vision to the next level. 

Most industry professionals consider the term as describing the 
ability of computers to identify objects and features in video 
and images, via specialized APIs from the leading cloud platform 
providers. 

But if you apply artificial intelligence and machine learning, 
computer vision can evolve beyond pinpointing objects and 
attributes towards understanding and interpreting them. You 
can transcend human limitations to achieve better security 
and operate from a background of data insight, possibly even 
predicting events before they happen. 
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• Airports 

• Campuses 

• Conference and  
Event Centers

• Healthcare

• Law Enforcement

• Malls and  
Shopping Centers 

• Military

• Smart Cities

• Stadiums

An engineered solution, based on hyperconverged and 
storage platforms, purpose-built for video safety 
and security use cases

In fact, with the Dell Technologies IoT Solution for Safety and Security, we’ve simplified 
how you can achieve your own true vision for safeguarding what matters. It combines 
server, storage, networking and virtualization resources in an all-in-one, highly 
automated, available and scalable appliance—backed by global service and support.

It offers automated installation and configuration of the video management system 
infrastructure of your choice and the corresponding software and hardware without any 
specialized IT support. This reduces the installation time from days to hours.  

Server Storage Networking Virtualization Global Services

Application areas for 
the IoT Solution for 
Safety and Security:
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Consider how our true vision of safety and security can enhance 
your organization’s safeguards and continually monitor your situational 
landscape for potential threats in real time

The pre-validation step is especially critical: it means our experts have validated and certified under real-
life workloads — in partnerships with leading video management system (VMS) vendors — to ensure their 
applications work and do so at scale with high availability and resiliency.

The Dell Technologies IoT Solution for Safety and Security can help you achieve a true vision of advanced 
protections for your organization. Then, as your organization evolves, your needs change or new use cases 
become actionable, you can consider us your security and analytics expert partners.

Integrated Solution: 
Robust and proven 
solutions from the 
Dell Technologies 

portfolio—integrated 
into a single appliance.

Automation: 
Reduce time-to-

value with automated 
deployment options 
and repeatable, best 

practice-driven, 
fully supportable 
configurations.

Trust: 
Unwavering 

attention 
on solution 

validation to 
meet your 
safety and 

security needs.

Transparency: 
Simplify management 
with complete visibility 

of all resources and 
functions in the 

solution environment in 
a centralized console.

Scalability: 
Take advantage 

of scalability 
to future-proof 

the solution 
for expanding 

requirements and 
new use cases.

A Fully  
Virtualized  
Solution
VMS and analytics tools operate as 
VMware virtual machines inside a 
scalable integration of pre-defined 
appliance server nodes, based on 
the Dell EMC VxRail appliance, the 
industry’s leading HCI solution.

Cloud 
Connectors

Tier I 
Storage

Tier II 
Storage

Isilon/ECS

Servers

Switches

VMS

Cloud +
Sensor Data

Dell Technologies offers you a true vision to enhance the safeguarding of your organization’s people, assets 
and operations in the sense that you can see, collate, analyze and report on your visual data from IoT-
connected cameras. You can combine that data with evidence from your security systems to better protect 
your organization and plan for its future.

We also offer you a true and effective vision for how you can accomplish this. Specifically, we offer 
technologies and best practices that enable you to take advantage of virtualization and storage technology, 
streamline deployment with orchestration and automation, and rely on the solution’s scalability to support 
current and future use cases. 

And it all comes as a simple, turn-key true vision solution, the Dell Technologies IoT Solution for Safety  
and Security.

The solution combines the world’s #1 server platform, #1 storage platforms and #1 virtualization software to 
create an all-in-one pre-validated and pre-defined appliance specification, optimized for safety and security, 
validated by experts in our global security labs, and wrapped in global services and support. 

• Fast, easy setup 

• Easy single-console management

• Automated features and operations reduce labor/errors

• Greater operating visibility

• Streamlined data management

• Fast, easy scalability of computing power and storage capacity without disruption

• High availability for peace of mind

• Small footprint saves space

• Easier, less costly and risky compliance with data privacy standards

• Future-proofed with an automated upgrade process

Benefits of the Dell Technologies IoT Solution for Safety and Security
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True vision automated—
to simplify deployment and 
reduce errors and risk
Built-in automation differentiates the Dell 
Technologies IoT Solution for Safety and  
Security from other integrator’s solutions or do-it-
yourself approaches. 

It helps you reduce deployment times, lower risks 
and ensure the right outcomes. You don’t need to  
spend laborious weeks with manual installations  
and configurations.

What’s more, you have reduced reliance on 
specialized IT skills to install or scale the solution. 
We provide the right orchestration and automation 
tools to install and configure core VMS elements in 
the solution. 

For example, to set up the Dell Technologies IoT 
Solution for Safety and Security, just answer a few 
simple questions and the environment preparation, 
VMS installation and configuration are underway. 
The solution’s many automated processes 
incorporate best IT practices for VMS deployments. 
The deployment process is repeatable. You can 
easily add workloads by deploying additional virtual 
machines—within minutes.

Compared to manual methods, research has shown 
that automated processes are easily improved 
and more adaptable to changing requirements, 
than manual ones.1 In fact, according to Gartner, 
intelligent automation will replace more than half of 
current manual operational tasks in infrastructure 
managed services by the end of 2020.2

But important additional types of automation savings come 
from the removal of risk, the avoidance of human error by 
removing manual steps and the advantages of being able to 
conduct processes in parallel instead of sequentially. In turn, 
those processes are predictable with consistent results.

By offloading manual tasks to automation, IT staff are freed 
up for more strategic and value-adding projects. They 
can focus more of their time and energy on customer and 
business growth activities instead of tedious manual tasks. 

Automation’s key benefits

Intelligent software automation 
typically results in a cost savings 
ranging from 40% to 75%.3

The time savings you get from automation 
will allow you to focus on better customer 
service or business growth. 

Automated processes are more easily 
improved and more adaptable to changing 
requirements, than manual ones.

According to Gartner, by the end of 2020, 
more than 50% of current manual operational 
tasks in infrastructure managed services will 
be replaced by intelligent automation services.2

By 2021, intelligent automation will 
generate an additional 20% savings over 
what is achievable today.2
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References: (1) 6 Benefits Digital Process Automation Brings To Your 
Organization, Armedia Blog, June 2018. (2) Gartner’s IT Automation Predictions 
for 2020, December 2019, IT Automation without Boundaries blog, Brian McHugh 
(3) How Much Is Intelligent Automation Saving You?, September 2017, David Kirk, 
Managing Director, Digital Labor/Robotic Process Automation, KPMG LLP



True vision validated—to meet 
your needs for reliable performance, 
resiliency and high availability

Our three safety and security labs, located around the world, are 
staffed with experts who continually evaluate and validate the 
design, engineering and manufacturing processes behind our Dell 
Technologies IoT Solution for Safety and Security portfolio. These 
facilities distinguish us in the industry.

Stringent validation and testing in our labs ensure the solution 
delivers on its performance specifications before deployment. After 
all, validating the solution’s hardware and software performance 
within customers’ environments can be difficult and time-
consuming, not to mention costly.  

Extensive, validated partner solutions

Validating performance and resiliency before 
deployment ensures performance and 
resiliency after deployment

Dell Technologies labs are outfitted with technology from major 
security vendors, allowing our experts to validate that their best-of-
breed physical security products and VMS applications interoperate 
flawlessly with our IoT Solution for Safety and Security. Plus, our global 
lab network puts our resources within your reach, wherever you are. 

We conduct our performance benchmarking by using a true production 
workload that establishes a baseline configuration for system business 
continuity. We simultaneously test multiple ISV products with our fault-
tolerance and high-availability options. 

In fact, we test to ensure the solution works under the most 
challenging situations. For example, we make sure our solution 
continues to run during NIC failures and carries on capturing data 
when drivers are replaced and RAID arrays are rebuilt. We aim for 
benchmarking results under realistic, challenging production camera 
workloads, proving the solution can function during component 
failure scenarios.

7Dell Technologies IoT Solution for Safety and Security

Virtualization Security Video Surveillance 
Management Software

Applications Analytics
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True vision centralized—for 
insights and manageability
With the Dell Technologies IoT Solution for Safety and Security, 
you can monitor its operational health from one centralized web 
interface console. 

A quick visual assessment of the health of individual components 
is provided with green, yellow or red indicators. If marginal 
performance is detected, alerts can be triggered, so a problem 
can be diagnosed and remediated before a disruption occurs. 
It also provides for the management of the solution’s 
environment, including servers, storage, network and virtual 
machines. For example, you have direct access to the Dell 
EMC PowerEdge server’s iDRAC Manager and VMware’s ESXi 
Manager for further diagnosis or action. And, importantly, both 
tools provide remote access, too.

Centralized management also saves time and reduces the 
effort of managing and load-balancing cameras, LUNs, volumes 
or other components. The console is easy to understand and 
designed for use by an operations team.

Global support and services 
throughout the solution lifecycle

True vision deployed: Not just 
to protect, but to predict—with 
artificial intelligence, machine 
learning and advanced analytics

The IoT Solution for Safety and Security is not a stand-alone 
product. It comes with global support and services from Dell 
Technologies throughout the lifecycle of the appliance, as you 
develop and refine your security practice. 

That begins with advisory input during your scoping and 
planning from Dell Technologies service teams, who help you 
implement the solution quickly and reliably, and put it into 
production. They ensure that the solution interoperates with 
the other technology elements in your data center and network. 

Post-deployment, we can assist you in extending the solution 
to other use cases, help you scale and adjust its configuration 
as your needs change. 

We can also help you put artificial intelligence, 
machine learning and advanced analytics to work 
for you, not just to protect against adverse events 
and intruders but to predict their occurrence. That is 
true vision at work—it’s transformational.

By extending the solution’s IoT capabilities with 
these capabilities, you can broaden the reach and 
deepen the insights of your situational landscape,  
all based on data. This can allow you to find  
unique, innovative ways to answer questions  
about vulnerabilities, their mitigation and  
appropriate responses.

The professionals on our security and analytics 
teams are seasoned industry experts, possessing 
years of experience before joining Dell Technologies  

They understand your perspectives and challenges, 
having successfully addressed comparable issues 
in many different organizations in a wide variety 
of industries. They know that every customer’s 
business is different, even if some of the challenges 
may resonate across an industry.

We keep support simple, with one main point of 
contact to take care of your needs and to help you 
navigate our vast global resources or get specialized 
team members to collaborate with you. 

We put true vision in your hands, so you can put it to 
work for your organization and better safeguard your 
people, assets and operations.
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IoT Solution for Safety and Security 
Enterprise-ready, hyperconverged infrastructure solution

For more information, visit DellTechnologies.com/IoT-safetysecurity-solution
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Dell Technologies solutions powered by Intel®

True vision worldwide: Count on Dell Technologies 
to deliver a trusted, high-performance and scalable 
IoT safety and security solution wherever you are 
Dell Technologies is a world leader in advanced IT infrastructure, virtualization and security with global 
service and support to match. That’s why top brands across various industries rely on Dell Technologies IoT 
Solution for Safety and Security.  

Our global service and support is available 24x7x365 with coverage across 65 nations in more than 20 
industries. Chances are good that we’re not only where you are, but we know your industry, too. 

Engineered for Choice | Architected  for Change | Designed for the Future

Want to find out more? We invite you to contact your Dell Technologies representative complimentary consultation. 
Or, visit our website for more in-depth information on the Dell Technologies IoT Solution for Safety and Security

World’s #1 safety 
and security 

infrastructure 
provider1

#1 server2,
#1 virtualization3 
software with 

#1 storage 
platforms4

Full range 
of VMware 
product/

capabilities 
integration

Safety and 
security 

validation labs

Global support 
and services 
reaching 65 

countries over 
20 industries

Dedicated teams of 
engineers, technical 

consultants and 
workflow experts

References: (1) Enterprise and IP Storage Used for Video Surveillance, October 2018, IHS Markit (2) IDC WW Quarterly x86 Server Tracker, 
2018Q4, Mar. 6, 2019 – Units & Vendor Revenue (3) Network World, Feb. 20, 2019. https://www.networkworld.com/article/3340259/vmware-
s-transformation-takes-hold.html (4) IDC’s 4Q2018 Worldwide Quarterly Converged Systems Tracker, April 2019. IDC Hyperconverged Systems 
Market Share by Software Owner

http://delltechnologies.com/IoT-safetysecurity-solution
https://twitter.com/delltech
https://www.facebook.com/delltechnologies/
https://www.instagram.com/delltech/
https://www.linkedin.com/company/delltechnologies/
https://www.networkworld.com/article/3340259/vmware-s-transformation-takes-hold.html
https://www.networkworld.com/article/3340259/vmware-s-transformation-takes-hold.html









