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SCADA Security Products
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SCADA Architecture



Need of CDAC Products

SCADA Vulnerabilities:SCADA Vulnerabilities:SCADA Vulnerabilities:SCADA Vulnerabilities:

• Architectural vulnerabilities

• Security Policy vulnerabilities

• Software vulnerabilities

• Communication Protocol vulnerabilities
• Distributed Network Protocol ver 3 – DNP3

• Lack of mechanisms for authentication, 
authorization and encryption

• Headers at different layers of the protocol 
can be manipulated for intrusions



Need of CDAC Products

Cyber-Attack Incidents::::
»March 1997: Worcester Air Traffic Communications 
Attack
»January 2000: Maroochy Shire Sewage Spill
»2000 and 1982: Gas Pipelines in Russia/Soviet Union
»January 2003: Davis-Besse Ohio Nuclear Power Plant 
and the Slammer Worm
»
and the Slammer Worm
»August 2003: Northeast Power Blackout
»August 2005: Automobile plants and the Zotob Worm
»July 2010: Stuxnet attack at Iranian nuclear power 
plant
»July 2012: Northern grid failure in India (we can’t 
deny such a possibility)



DNP3 Packet DNP3 Packet
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Encrypted Traffic Encrypted Traffic



Need for SCADA Simulator (Vajram) 

»Testing of developed security solutions directly on 
real power system is not feasible
»Bridges the Cyber-Physical divide by bringing in 
the Physical system inside the Cyber domain
»A grid is too complex to be set up with analog 
scaled down models
»Test environment using bulk power system components »Test environment using bulk power system components 
and control software is costly



SCADA SimulatorSCADA SimulatorSCADA SimulatorSCADA Simulator

»Systems View
• Grid elements (bus, line, generators, loads, 
transformers)

� Power System and Analysis Tool (PSAT) can 
simulate electrical grid

� Takes a Matlab/Octave file as input

It consist of initial configuration of grid � It consist of initial configuration of grid 
elements constituting the system

� This is used for power flow analysis of the 
system under purview

� Outputs power-flow results for buses and lines



»SCADA View 
• MTU, RTUs, Sensors 

� Grid is populated by multiple RTUs 

� Each RTU is connected to a number of grid 
elements

� Grid elements are defined as structures

SCADA SimulatorSCADA SimulatorSCADA SimulatorSCADA Simulator

� Grid elements are defined as structures

� The RTU conveys commands to grid elements

� RTU also transfers the data from grid elements 
to MTU

• Communication Protocol

� Protocol adaptor 

� Mapping of packet elements to respective grid 
elements 



Uses of Vajram

»Three uses of Power System simulator

• Traffic generator

• Comparator

• What-if analysis

»The security solution with Comparator and What-If 
modules is named as 'Vajram'modules is named as 'Vajram'



Traffic Generator



Vajram
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